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e-Residency of Estonia -Overview and Application
experience
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Abstract

Estonia has gained its position as an ICT front runner by making full use of the limited human
resources and assets left over from the Soviet era, and getting the most from the scarce resources
available to the country.

Using the National ID system, equivalent to Japan's My Number, most administrative services
are completed online, on a one-stop basis, and are paperless. The ID system uses not only
traditional IC chip-containing cards, but also incorporates mobile IDs and application-based IDs.
Importantly, the National ID is not only used for e-government purposes, but can also be utilized in
the private services. Key to making this collaboration work is a platform that adopts an open-source
and decentralized approach called “X-Road.” Significantly, X-Road’s exports to other countries and
application to the private sector have already begun.

Extending the National ID system to cyberspace, called e-Residency, in December 2014 is a
benchmark of advancement unequalled in any other country, attracting entrepreneurs to Estonia,
boosting the Estonia economy, and ensuring the nation’s status of ICT frontrunner. In addition, this
policy contains national security measures that will maintain the integrity of the country even in the
case of massive natural or man-made disasters, a necessary precaution given that Estonia has had
many national security problems in the decades after independence.

The application procedure and day-to-day usage of e-Residency is easy and simple, and after
the acquisition of an ID, foreign users can be treated almost on the same footing as Estonian
citizens online. The service is extremely easy to use for entrepreneurs, and complements Estonian
government’s strong desire to support business activities, not only with e-Residency but also
institutional aspects such as simplified tax procedures.

As the history of Estonia unfolds, ambitious efforts are continuing in numerous fields such as
ITS, education, healthcare, real-time economy, etc. Also of note, national distress surrounding the

cryptographic vulnerability of the ID card was survived with a prompt response.

Key players
Estonia, Cybernetica, Estonian Police and Border Guard Board, Estonian Embassy in Tokyo,

Estonian Information System Authority (RIA)Estonian Information System Authority (RIA)
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24 February 2018 marks the centenary of the Republic of Estonia. The occasion is
celebrated until February 2020.

Event list www.ev100.ee

[ And = .0
Republic of Estonia Health and care Pensions and allowances Family
Work and labor relations Entrepreneur Licences and Notices of Disabled people

Economic Activity

Citizenship and Traffic Education and Research Consumer protection
ocument
BE I s " v
Money and Legal advice Culture and Leisure Housing and Security and
property Environment defense
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T&%, ANERDLNBERMIIR~—V@EY (KR8, HFEHEBDIE,IE, =X
— R R ERA IR 5,

o DEHREAT L, AJINFICRY B o -G A0GIoNRemb L - F
BRI WELONRE LRI EICHE L, FEE (v 27 2HfkE % b,
101.992—nm) 227 v ¥y bAh— FTHIff 3L, BREEFRE IR T35, FHHiic
BHHEEOER7 7 AV HE L, BB OFMEHZ #H L <H X, 300 5
NIERTTI2HREDFERTH L, FHEMPTT T2 L. HFROMNIEH I N
%, ARFHixE (B0H) Widhic = = b = 7EE - EHREZET CREX Th, K
BEANSZEOBMEZIT S L, e-Residency Tt & i) 32— 7 Fu 7EETH
5, /11— FZBEANCHGFE L 2Z T GiricimeCZiEHT 2 2 ik b, B
b — FEEE oMM NAL~20H L ZNTI T2,

I X b =7 DIESVAREIZ5055 L7720, EANVANED R W E DS A, JRETE
LCEIDREF Y OENNEFICHA B L2k b, HRDEAIZFE VI L TR
A EANCEHH D X b =7 HHEKRERE D 5 720, FHIICT FA4 v P 2o
THmL Z itk B,

15 20144, EU « NATOICR I N X b =7 280 o 7 ICEH 4 3T CRBSHICE
% L7-, HL. BIES cARIHE,

10 https://apply.gov.ee

17 https://e-resident.gov.ee/fags/applying-to-pick-up/#timeframe-and-status-of-your
-application BEH T & b = 7HAFE KM 2> & 13, HEEEMICEVEGE» S 71— FZH
FTC2HHIEEEL TV EOENH2018FE3IH2IHTcHEhTw 3,

B —E\EsD 0, Bl IEEEOSE. v v L OREETREATRE GEIMBED V),
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[1%8) e-Residency Rz ICHEL ISR

OEUN2E

- K&* - HEERT - BEr - £E/RH* - MR - B
OFEEIIFR

CERTY X —=LTFLX* - BEHES* - h— FXITERY G
OID Dt

CNRA— NES* - RTEr - RTRE - RTE* - KHE*
- RZAR—=FDEL* -BEBEE*

OREEH
- B - SEHmEREA* - BINER

OBNIBER
- LinkedIN 0 EEE1E# - Social Media D 7 4 7 > MMEH
REER - FTEREER - ARbhEOEL - HIREE

(MIF AN ZREE

(s =2 P =755 . EIE%HT Y = 794 b X ) KDDIRAWFZEATER)

KEFETIIAETFHRE (Lo THHARTIHAYOTHIRT 20ATHZ) %5
T BEETHRELRDD, NAFR— 2R L, ZEOH A v 2T, WTA
ZI DI 2Bk L =%, Terms and ConditionsiC#s 5> X T, #— FOF R ES
~NVT TR DEN, XA — FOMECIIR WEFICOWTHAZZ T 5204 TH
2, HickoTREB LA 7 AL Colp R bH D X722, HATIE
Ao TTCOLBTRMEFR L HREGFEZ L, RBRICIEFE T2 L vwoBT, JEHF
7LV R Y —AEHRAOH, 3000b 200 bRl THho T R<ETLTLE ),
FEEDJENTH 3 7= D FFEMHIFEZHHT 2 0H 1D 5 5 0 L HTEIRL Tz 23,

DI ATHEETH 720 DD) FREMEIZ R - 72,

723, e-Residency 0 AZNARNIII3F &, HEDO T A =T DIDA— FDO5FE L Y 1F
HTHEIFEINTWD,

3—4 e-ResidencycTcZsZ &

IR b =7 KEAECZHE L 72 D 1de-Residency kitic i, IDA—F & A —FY =X
Bolb, £/ AT — PG INBHE S ZHET 5, YA Y — FIX3EHED Y |
EHEITANTOFREEA  (Identification PIN) 25F|F & v, MICSHTO T2 2 VB4

(Digital signature PIN), 216 %V kv 357208 OPUKABFIH I3,
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[K%9]) e-Residency kit

" DIGITAALNE ISIKUTUNNIS TS
P OF BT DIGITAL IDENTITY CARD
=)

08 01.2021
NO149768
37504020113

e-Residency kit

Issued by the Estonian Police and Border Guard B

Digi-ID PIN ja PUK Umbrik
Digi-ID PIN and PUK envelope

i

oY

(i« FF R

R 7 72T DA VAL =2 FERLE IDI—FZFALEZA—TFY
— X% PCIcE LA, ZDtk, R—% 134 bhttps://eestieelc T 7 AL, IDA
—FcuesfvaERL, FilS2AT7—FE2 AN, £25F2¢, ¥4 rica s 4
YT&E D,

P A+ OWEIIKFIOD L Y THD, My DataTix, JEFFHE CIRITOMEZ
3., IFEEZ L TR VWESIZ. A=A T FL 2DEH (e-residentiT b .
yosuke.murakami@eesti.ee L \x o 7z X — LT FL AWt 5 3N 5, % DEKIEHEK
ETE5,) {OWLFIHMEEZRD D2 R \2s, Rl - BB - ANBPE - iR GET -
NVATT oz A a—=BHEINTWS, 72, ServiceZEIRT 5 Z & T,
THRSCREFHE~NT 7 ATE 5,
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[X%£10] e-resident®d K — Z L [E|H

For visually impaired | Help Ecstikes!  English | Pyoowwi

EESTiEY —

Gatew o ek

Site magp
[.3 My Data Contacts Yosuke Murakami Legout B I
My Diata - Frint Share
calendar
e ED List of my events « L mydata & -
My documents
Ha everils, bl you can s therm
E-mall igeestice forwarded
. HOT SAVES
My links. <= Traffic 4 a Phanz number MOT SAVED
10-cand NOT VALID | NOT GF
Settings Pasegon MOT VALID | NOT GIVEN
Drriving kicence NOT VALID NOT GIVEN
% Home and real estate -
@ Money and taxes A a
Residence
Menvarces and compensalions REGISTER RESIDENCE
€9 Health care & -
Euvropean health insuranc e card Check if valid
Prescriptian Mo prescriptions

Health insurance NOTINSURE

Family physician Mot selected

A Show my data m

For visually impaired | Help Eestikeel = English | Pyccrii

EESTiCY —

Gateway to eEstonia Sitemap | Advanced search

f My Data Services Topics Contacts Yosuke Murakami Log out B3 .
Main page Services = Print Share
.
For a citizen Serv] ces

For an entrepreneur
Descriptions of e-services are avalable in English, all official forms are in Estonian

For an official

Services A-Z V.
a For a citizen @ rep Q For an entrepreneur

» Prescriptions @ Help

+ Benefits for incapacity for work Adding data on the certficate of
» Ordering the European Health Insurance temporary incapacity for work
Card

» Viewing pension, allowance, benefits

Notarised documents

Entering the Register of Economic
Activities

View all
_— » Entering the Register of Buildings
View all
B For an official o wer w Services A-Z
» Adding data on the certificate of temporary View all

incapacity for work
Notarised documents

Entering the Register of Economic
Activities

» Query about identity documents

View all

(H4 8l @ eesti.ee)

e-Residency fif3# ., WM, TR b =TEBINORKDOEALETH 2 EFHE %
RTHX5,
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20114E 123 A X 117~ e-Business ResisterZ fl|fH 3 % Z & ©., FF = 1T KIBICEHEL
AN, TRMTEETICLS E, BUWDORENRL Y T4 /T, 99%DFRITHI
VAV T A VT, BUDIHBHERF v T4 v TiTbhTw b, EIEICHET 5 KFH
BERDSHD 5, RSFRHIVICE TRiI N Twd, kb, mETITI8SNLDZ
ETH5b,

EERFERE T, =X =T oFHLINEREDEHEIIT A =7 AR H
MHRREL D, —RICZOHEEBAZ— 7 v 7ICIZEER <. BHMRERE ICfE 2
CeichdoEhr, REEZROT2 LI, FEELDEFEE RV 2B TH
2 7o LA =7 Tlde-Resident?s Z DILFETHIET 5 DHAHWTH % 720 7>, {UH
Jii (Business Service Provider) 10#1:(% &~ e-Residency® vV = 7% 4 b 2250 v 7
THEBIEVETL L) IChoTnd, 2Dk, HHz Ay 74 v CiRiiL, F
BE (L ogf, 14532 —n1) ZHIfT T USRS IR T35, HEERRIE, EL L
EHICIXEAI I NG, (EEBZERT 256 CfiER 0RME 2 fEET 58
HEBREFRE 0 LEIC R 25, BMOFHEBRLEICRZILGHEDH L, THLTH
TR YA R 2 LR X, AL - B LFEO T ZIgLALEY 22 L
. BENRTEETH B, b HAA. Business Service ProvideriC L FRE L UL EojicE
XEERkDL b, L DYANRETD 5,

4 ZOHODTRIZT

4 -1 ITRFZT7OBHETEZA

CZFTHRRTEAZZEDLL DB LI, TR =TIk E2TENE Z &7k
. EN LI A AENTE 2, 20EDL,. woThFHARER BBk X L7z
e-servicell X b Z e 7re-statell/n b X<, Hl & & N2ENRLI I ELIESL T
%,

I A =T7TF, MADOELZ BRI De-serviceP Y ABFEICH D { e-resident &
Ko THESTIRRB O HK S {5 Te-ResidencyZ EEX | & H & 5 AR b
[0 % e-resident# ZIFANE CTICHE I ¥/, BTBRIFORR T 7774 AL LT
fBEICE T A LTw2 TH7 ¥ ZVESR] 1, il ~77 ¥ 2V REERE D flic
b, BRA BRI LDIN RO A EITTo T b, ZO0—H%ZHNT 5,

19 http://investinestonia.com/business-in-estonia/establishing-company/process/

20 https://e-estonia.com/solutions/business-and-finance/e-business -register/
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[F11)] =2 F = 7B EE TRk

New digital nation a m b iJ[ i O U S
Tuture

Cyber security

Successful countries need to be ready to
Data Embassy experiment. Building e-Estonia as one of the most
advanced e-societies in the world has involved
continuous experimentation and learning from our
Intelligent transportation mistakes. Estonia sees the natural next step in the

evolution of the e-state as moving basic services
into a fully digital mode. This means that things can

Reporting 3.0 be done for citizens automatically and in that sense
invisibly.

In order to remain an innovative, effective and
successful Northern country that leads by example,
we need to continue executing our vision of
Healthcare 4.0 becoming a safe e-state with automatic e-services
available 24/7.

Cross-border data exchange

Digital Transformation in Education

Real-Time Economy

Industry 4.0

(Hi 8 : e-estonia)
QITS*

20174F, = X b = T I HEEERE O 2GEE TR 2 REE - EcAEE Lz,
2017EE I, HE XV v TR A4 =7 Lo HEEIZ S X 23@T L, 2018FEIC )
Xy KHBICEET 25 TH 5,

EEOAEHEAKEHARCTOITSOEmIT HEHE—IFHIc A Y b TH 03, =R b
=TIl oL, Ficu s 7 L oEEICE T AR N T v 2 OFT AR
fae. S MEO TEEETH 5 2 ) viICE T B0 O AR R T A L
DIFFEICOVWTYH, ITSOEEART—< & LTHL ARG OHRICA>TWS,

OReporting 3.0%

HROBEE» ST 2 L+ — " — L X CHEBENICH 2 2V AT LTHBH, T
2 =T DRETIIELT —ZMHZ L VIR TE R/ > T B En)
T, 20194E7 HiChifT S N a ik cid, A - BEROHFITHED 7 — 2 1cHD
x| MBAEENEL - BiBH S M Thh A 2 ke, A - BEROGHIER I L
%, #l\ve-Tax - BABIO R —Z A% 4 F $20204EIC5EK TS E LT3, b, #
EDHITINNIZTZ DS AR LS e HE I N E L ERRE L ICoO W T,
R DIE % T 281D 7\,

21 https://its-estonia.com/en/its-estonia-en/

22 https://e-estonia.com/all-estonian-public-e-services-to-function-invisibly/
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OB T — 2 il
BLICHR R0 7 4 v 5 v F & ORC0174ED b NI TF — 2 o5z AJgelc L T

W B8, _?(L%JLD\JH WIKTF 72w EZ T3
O~NNVARFTT74.0%

~NZTT DT EME (N Z7 T 1.0 0 19904E~20094F ), & A7 L - 1
e 7 —27 7 -0 - HldE (SR 7 72,0 20074FE~20174F) %R T,
BHETZA =T CIBREDOET — X DOHMAELARANDT 7 & AMEMHR. EMMINET —
REARNNET — ZDHEREDPLRBE~NZATTI0NBMHEEINTNE, TDRD
BT H B2~V AT T40TIE, TV 87 =AY b (HYOMEERNZ X Y B I
MpoencEz), TV i1 (BMEAGPERSBEX*AD D THETE
point-of-care CHIH) ., 7w — NV Zef@FERIR - ALICHE D SRR EE L o T
Wb, ~AARTTEETCLELIEARONAEROME 2T 2 & QHEFIC A>T
%, B CEBRIEROB =TT X b = 7 icB W b kR - B 2 HlE 23
brore, BERBEIN T~V THEDOY 7 7 2 7T ORELE Vo 7z
MIRE2 H 5 2 L ic DT, BUFIZ 07K L Tw 5,

OEBICBIBTEN T VAT —A—ay

REHE TR T a7 I v 728 AL T35, 20209 % TICRTOHEM D
FORNMUBTET EIN, AV ITA VYV De-RA 7 =Ny ZREBLUCHHAAREIC R S &
LCw3, 7, EEYHOREEEICOWTHFHLTEY, 2+ TOFV L LR
FADOYEICH T THEEL T3,

OReal-Time Economy

MR - ¥ - Atv 7 2 =10 X 2B ITEOTH - WHESEE{L I N7V X
N7 F—=v b TiThbh, S - EBEE VU ERTIC) T AEAL LTETT
% 5l % Real-Time Economy (RTE) & FEA TW 3,

—flE LTid, VTR A4 LATOIA, ERIDICX 29— 2, e-ifikE -
eFANED LI R IARZFONE DL, HENML - V7P 4 2 b E =25 -
fHfERL RS, BEMLEA - RE Y X 75l - WERE o zb DR, HIF 5T
\/\E)o

2 https://e-estonia.com/healthcare-is-changing-and-technology-is-changing-with-it/
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Olndustry 4.0

I A b =7 TltReal Time Factory® 2 v & 7 + D F T, HEP R EINDENEEI
ZRL7EY, THE2ERE DDV AT LTHEELZYVT L LT, BHENY TV
24 LCKPIZHHfECE 2 X 5 ick 5,

Oe-Residency D /1 H)_E

e-Residency DBIEfR & LT, HEHITRNEZREMI 2RI T 5,

[digital nomad visa)

T A} =7 2320194F1C 3 digital nomad visa®E A3 25 & & ZHEETL TW 5 B2
Coir?, Zofitz i35 &, I0HMUMICR > T, BN FLEHZ A N—F 5 >~
VT VEPTHITICO W TOFIABAE L b BEY = v 7 VB CoORIEET
DEIAAEZE T T T CIIHA - BE - 5 - & - <4 - VTR -
~L—v7 UAE- A ZZ T VICREN I NCTE Y, FE- v 7 - FH7 Y7 -
P aoERIC E > TIIER IS TS 5,

[estcoin]
20178H. e-Residency D 71%3E& D — AKaspar Korjus k28 7' 1 7' ¢, HAE%ZH S
DT L 722D Hlestcoin??, e-resident[] FICHESL I N TF P EZ N b — 27 v B FITT
P CEBMET 20T, EHITNEZA =T 3HRYIOL = v raf vF
77 Vv (ICO) %#{THEICAR B, b o & bIRMEE DL IZERKETO) 7L
BEED SOV OFERTLH Y, AT A= TBUFIC X B IIEEE ORITITE
DEUR 2 — v B3 24~k & 72 2720 Hiid FHEI NS,

4 -2 HessttoEiR e iR

CDEICILIRICTEZNEZIETNWIHIETRAIRF=TICE 5T, Fa
UF 4 VA7 IZRELEL 25, 3— 2 THiln7z20074E0 % 4 N —KE 24 o
FIZAF=ZTCE A= F2) T4 CRAKRBOBELL->TEZ, 2N TH,
BffioHEALZ L L i, "—Fv T - V77 L dICHEMZERY IR
22L1EHY DB, 200THEMKICTFEEHLVICRoIDA—FD2Fa )74 ) 2271
FIRZRM=TIRESTREE o7z, 20174F9H4H, TR F = TIHHRY 27 4

24 http://estonianworld.com/technology/estonia-plans-to-introduce-a-digital-nomad-visa/

% vz v VE (Schengen Area) 23 & 412 WM D26 D [H,

2 http://vm.ee/en/who-does-not-need-visa-visit-estonia

2" https://medium.com/e-residency-blog/estonia-could-offer-estcoins-to-e-residents-
a3ababd3c894
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I (RIA) (%, 20144E10HLARSIC AN L 72IDA — RIS D F v Ficke 2 U 7
4 DNt & 5 ATREMEA8H30H ICHIBH L 72 & N2 L 72,

ANA1305 N O E YA 2755 (DB ICT6 TKITEIE) bDAh—Fo
R RERINE 2o [EHE] 1L <, RIAIZMobile-IDFHZE % Z T\ d
DHEHRL DD, TA =T DTV ZAMRITEFRTMIUKFEL TWb L,
BHREMNICIZ Y 27235 2 B ERICES 2B T TnE b, SROFERIC
LRIETET VB Z L ZBIAL OO OH28HICIZIIH S 71— P BT 5 2
&P 1THA2HICIZIIABH 2 b A — PO RIS 2 2 & &, EHEPRIEESEH
L~DFRITHISTIEBIIET 5 2 &39% %, RikERICRKEL -,

ITH6H IR D125/, 12A8HICII32.7TH DA — FORIETET T 5 L &
Hic, 2018F3HKHEZ D o CH— FOLMTFHi 22K T T 25280 [IDA—F
e E S | "2 L7, S0t x =2V 7 4 Mfi531%E L. Microsoft, Google & \»
ST HEFERER. A—A PV T ARA YV R ANFT R EICHHER D 5 7203
BWIREY) 2GR AR 2T w00, Ml ZANICZTo 722X F =7 1d, KREH OEE
ZE D O OEHEMEEFICIE L 2 2 LI L2 B 5, 72, FAffOEF 2
7 4 MeggtEx IS D 7= O BB SR 2 EA L Ltk 5,

bobtd, R2AFICIIEDORBEFRT L2 DD, ZDHROTH~R— (3%
720 20184E3H 28 HIAECTHIKIAR L L C2THMMRLIER InoTWnWb, 2N ThHEF
BORFBEZRS WX 5 TH B,

WHEEZEIA |

20149 HI0HIC2 T CZ R P =T 2T 220 H o7, % DFE,
e-estonia® ¥ 3 — )L — L CIERf LT L N7z F 28, e-ResidencylC b A Lfiliit T w725
"WdHH, EPINITHE L TAZVWERWRBLSHETKRTLE -7,

HEE 1L, e-Residencyd 7 7 v CTH B2 &, HRTHEAIN/IDA — FICHlER
DD L EFGHEHLTHIELDD, ¥OfEEe-Residency D BUfS Fhe & 23 HE7x D 2>
R CTHERL 72\ & o 72 D35 MO HEEEIE R D 7253, RHYICH o 1T 75 < Ffie
ZRTETLCLESRAD, HIRICHT 2 W2 T L0 LI & LT THVLE
RTHNTLE -7,

8 https://www.ria.ee/en/possible-security-vulnerability-detected-in-the-estonian-id-c
ard-chip.html

2 https://www.ria.ee/en/id-cards-affected-by-the-security-risk-can-be-renewed-from
-november.html

% https://www.ria.ee/en/estonian-government-estonia-will-block-the-certificates-of-
760-000-id-cards-as-of-the-evening-of-3-november.html

31 https://www.ria.ee/en/estonia-resolves-its-idcard-crisis.html

32 https://www.ria.ee/en/id-cards-can-be-renewed-until-late-saturday-night.html
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e-Residency Dk /1 2 B2 ICEZ T 21013, BHFRFRCTREELFAIRTDH 2,
estcoin°digital nomad visa®¥ DF 7z 5T R 2 EMI S HTETH Y, TS RZRSF
D7z, X LT, BR%EADT T, HHRHEFTVZwEEA TR,

(#&EFH 707 4 —n]
K % :MNE B (i X530)
% BE R AHKDDIREIIERT 7 2 —F ¥ —F F 4 Y IEHM3 /A —7 ) — & —

FR10FEFEFREEERE (BIKDDI) Ath, RIHHBINHEIE 2 &<, F25FKDDIAHT (R
KDDIAAWFZERT) HiAl, 28R HE LR R, FEKDDIRAZEFTFR R Iy, Bk,
WM % Rl & 3 2l S BEERIEE - BOK - 5o T ER IS,

F 72 EVESE  Nextcom vol.24 2015445 [EUIC BT 3 7 — X {F#E D B)h & HARMSE~
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