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Outline and Outlook of Video Conferencing
Services --- Is Zoom Safe to Use?

TAKAHASHI, Yoichi
Research Fellow, KDD/I Research Inc.

Abstract

Video conferencing services are on the rise, drawing attention amid the ongoing COVID-19
pandemic. As users are widely spreading to include individuals, businesses, schools and government
entities, some issues have also become evident. There is a growing concern over the common
occurrence of security and privacy issues on the Zoom platform. Despite these issues and concerns,
the demand for video conferencing services shows no sign of slack-off and is forecast to keep on
expanding even after the pandemic. Moreover, the services have the potential to evolve to more
enhanced forms with the use of 5G, VR, and Al among other emerging technologies. More convenient,
feature-rich services will surely be welcomed, but at the same may leave us with some uneasiness over
security and privacy.

This report provides an overview of and issues surrounding video conferencing services, with a
special emphasis on security issues, and trying to answer the question of Zoom’s safety to use. This
report also aims to help readers envision a better form and a better use for these services in the “new

normal.”
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When Judge Roy Ferguson opened up virtual proceedings of the 394th
Judicial District Court in Texas on Zoom on Tuesday, he was not ...
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3 This morning | chaired the first ever digital Cabinet.
Our message to the public is: stay at home, protect the NHS, save lives.
#StayHomeSavelLives
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